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Task: Config Cisco Secure Firewall 1220:

Configuration Cisco Secure Firewall 1220 1 Unit.(Basic Configure).

Configure management interface

Apply hostname, system time, and NTP settings
Configure remote access (SSH/HTTPS)

Register appliances with Cisco Smart Licensing portal
Deploy or verify Cisco FTD installation

Configure Wan/Lan Link

Configure DHCP Pool

Configure Trunk/Access Port
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® Configure basic policies: (Not Over 15 Policy)

® Access Control Policies (ACP)

® |ntrusion Prevention Policies (IPS)

® URL filtering (if licensed)

® Malware and File policies (AMP, if licensed)

® Setup of routed (based on customer design)

® |nterface and zone configuration

® NAT, static routing (Basic Routing)

® System Testing

Terms and conditions

® |ocation Service: Bangkok.

®  Service Hours: Monday — Friday 8:30 — 17:30 (GMT+7 Asia/Bangkok)
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1. Network Diagram

IP address Internal

IP address Gateway

IP dhcp pool

User & Password Wan Link

User & Password PPPoE

Neighbor Device
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